Smart Deposit Express
Sign-In Protection Security Activation

Following is the activation procedure for Sign-in Protection before using the Smart Deposit
Express service:

The first screen a user will see will be the following. Please note the Password does not show on

the first screen. Actual production screens will vary a little as this is prepared from our “Demo”
site.
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The user will enter their office and login and press the continue button. This will bring up the
following screen, which will ask for their password.
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The user will then enter the password and press login.

The user will then see the following screen which provides a brief description of Sign-In

Protection.
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Sign-In Protection

Faryour increased protection, we have implemented Sign-In Protection to access wour information.

guestions.

Ta start setting up your Sign-In Pratection from this computer, press Continue

SigreIn Protection is like having a second lock on your front door and adds an exra level of protection to vaur information. Any attempts to access
your information from a computer that is not recognized will be rejected unless we receive a correct answer to one of wour personal verification

You will not have to answer a personal verification question every time you access your infarmation. When you set up your Sign-In Protection you
hawe the option of registering this computer. You will not be asked guestions when you sign in from a computer that has been registered

Dine

The user will press the continue button and the following screen will appear.
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Sign-In Protection - Setup
Please update your personal verification questions. Sign-In Protection may require you to answer one of three questions when you sign into your

account

Answer. (4 - 20 characters) not case
sensitive
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Guestion: (4 - 60 characters) not case sensitive

To save your guestions, press Save
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The user will then enter three questions and the answer for each question.
Examples of some verification questions are as follows:

What city were your born in?

What is your Mother’s middle name?

Name of your favorite childhood pet?

What is the model name of your first car?

Neither the questions nor the answers are case sensitive.
The questions must be 4 — 60 characters. The answers must be 4 — 20 characters.
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Once this is complete then the user will press the save button and the following screen will
appear.
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Sign-In Protection - Complete
Thank you, your personal verification questions have been updated.
“You may be asked one of these three gquestions the next time you sign inta the application

“ou also have the option of registering your computer so you do not have to answer any further personal verification questions by selecting the
check box below.

[J Do not ask me personal verificati at this

Foryour convenience, we will attempt to register your computer. If successful, we will be able ta recognize this cormputer and you will not be asked
personal verification questions when signing in frorm this computer.
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The screen will display to the user the following information:

The user has the option not to be asked these questions on this computer if you check the box.
If the user checks the box, the system will save a cookie to the user’s computer which should
allow the system to recognize the user’s computer when the user logs in from that computer.
The user will be periodically prompted with a question in the future even when they log in
from the same computer.
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The user will then enter a Website Authentication Phrase and select a background color and a
border color.
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Home Website Authentication Setup
Capture This additional step allows s to display your personal phirase against a unigue background color and
Transactions unigue color border that you select below and is displayed in the box labeled "Preview". The phrase will
Batch Status he displayed hefore you enter your password. ou can verify your unique phrase, color background and
e color border hefore proceeding to enter your password.
Reports
Payment Export Flease choose awaord or phrase that you will be able to recognize when vou sign in. Then choose the
background colar and border color that will be displayed with your phrase. Each time you sign in, you
will be presented with this phrase and the background and border colors you have chosen to
demaonstrate thatyou are atthe authentic Website.
Atleast 6 characters are required for your phrase
Click ary hox in the color grids for your background color and Border Golor and the preview will be
updated with your selections.
wihen you have completed click the save button to continue.
Required Fields are marked with an asterisk(*)
" Website ication Phrase |
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A preview will show the user how their selection will appear. The user will press the save button
and will see the following screen.
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The next time that the user logs in into the system they will see the following screens.
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The user will enter the office and login and press enter. This will bring up a screen similar to the
following, which displays the phrase and colors selected by the user.
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If the user does not recognize the phrase and colors — STOP. Contact the bank as you may be at
a fraudulent website. If the user recognizes the phrase and colors as what they selected, they
would enter their password and press login. At the first login, and periodically at subsequent
logins, a verification screen will be presented:
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Sign-In Protection - Personal Verification Question

‘We do not recognize this computer, either because you are attempting to login from a new |ocation arthe security registration has been remaved from this computer.
To access your information, please answer the following personal verification question

Clicking Cancel will bring you hack to the Sign-In page.

Question: What was the model name of your first car?

Forgot the Answer (not case sensitive) Wty do | have to answer this question?

[] Do not ask me questions at this computer

Foryour convenience, we will attempt to register your computer. If successful, we will be able o recognize this computer and you will not be asked personal verification guestions
when signing in fram this computer.
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The user will enter the answer and press the submit answer button. This will take the user to
welcome screen and they may begin their work.
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